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Abstract—In today’s digital landscape, online assessments have emerged as a pivotal element of educational systems worldwide.
However, the rise of online examinations has also been accompanied by a troubling increase in cheating incidents. Research highlights
that the most prevalent forms of online exam fraud include unauthorized access, screen sharing among students, and impersonation of
test-takers. In response to these challenges, we introduce ''Beykoz Honor,' an innovative online exam platform meticulously engineered
to incorporate a suite of advanced anti-cheating features. This platform employs multi-factor authentication (MFA) to ensure that only
legitimate users can access assessments. Additionally, a browser lockdown mechanism restricts navigation away from the exam
interface, while IP and device tracking enable monitoring of candidates to prevent fraudulent activity. Furthermore, question
randomization adds another layer of integrity by altering the order and selection of exam questions for each student. Research has
consistently shown that these comprehensive measures significantly mitigate the risks associated with academic dishonesty. This paper
examines the architecture of the Beykoz Honor system, outlines its phased implementation strategy, and conducts a thorough market
analysis with a particular focus on Turkish universities. Looking toward the future, we discuss ambitious plans to integrate artificial
intelligence to detect irregularities during assessments. Real-time monitoring solutions are also on the horizon, adding yet another
dimension to the platform's capability to uphold academic integrity. These innovations represent ongoing efforts to enhance the efficacy
and reliability of online examinations, ensuring a fair and equitable assessment environment for all students.
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Al-based monitoring. The effectiveness of such security
I. INTRODUCTION enhancements has been demonstrated in prior research, which
shows that they can help prevent unauthorized access and
fraudulent activities [8].

The emotional well-being and user experience, including
size considerations, are of paramount importance in online
assessments. It is essential to balance security measures with
usability to ensure effective utilization by both students and
educators. Excessive blocking may impede functionality,
thereby complicating the user's experience. This, in turn, can
adversely affect performance outcomes. Overly restrictive
technological controls can lead to system failures, which are
undesirable. Consequently, it is imperative to maintain a
secure and straightforward interface. Ensuring that children
and teachers can navigate the platform effortlessly is vital.
Therefore, designing a system that is both secure and
adaptable is critical for widespread acceptance and use [9].

Use of online school sites has gone up. This is due to
significant shifts to remote learning [6], which helps more
people access classes. They make it easy to learn & work.
However, new problems arise with these sites. A key priority

The rapid shift to web-based schooling has made online
learning platforms central to instruction. These sites allow
students to attend class from home. They give kids more ways
to learn & fit it to their day. Children can use them with ease,
unlike in old classrooms. However, this change presents
challenges as well. It is tough to keep school rules & stop kids
from cheating [1]-[5]. Reports indicate that more students
cheat on web-based tests now. This is due to weak rules & not
much watching over kids in web rooms [6]. Schools
worldwide struggle to prevent such acts. Some see children
use fake names, team up, or get in without any right. Ensuring
exam integrity requires a combination of robust security
protocols and innovative technology [7]. Several studies
suggest that implementing a secure online exam system can
significantly mitigate the risk of cheating by leveraging
advanced authentication and monitoring techniques [1].
Beykoz Honor, the proposed system, aims to integrate key
security measures, including multi-factor authentication
(MFA), browser lockdown, IP/device tracking, and real-time
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is to ensure that tests are fair. Old test sites find it hard to stop
kids from cheating. They lack robust methods to keep tests
secure. This makes it tough to trust scores. Research has
shown that unauthorized access, multiple device usage, and
answer sharing are prevalent issues that undermine the
credibility of online assessments [1], [7].

To address these concerns, this study proposes a secure
online exam platform, "Beykoz Honor," that employs multi-
factor authentication, question-pool randomization, browser
lockdown, and real-time proctoring. The integration of Al-
based anomaly detection is also explored to enhance future
security measures [8]. This paper is structured as follows:
Section I reviews related research and presents comparative
studies. Section II details the study's methods and findings,
including the system architecture and security mechanisms.
Section III evaluates the platform’s performance and its
impact on security. Part IV presents what we found & gives
tips to improve and ends the work. It presents the main points
and ways to proceed.

A. System Build

The illustration demonstrates the system's functionality. It
exhibits how the login procedures interact with each
component. This display elucidates the test environment and
the operation of various checks. The figure illustrates how the
watch component assists in the process. Each part is
interconnected with the others. The diagram clearly shows
how login, testing, and watching are integrated.
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Fig. 1 System Build

This diagram provides a detailed representation of how
various authentication layers interact with the secure exam
environment and integrated security monitoring components.
Together, these elements create robust measures to prevent
cheating and ensure the integrity of the examination process.
Each layer plays a crucial role in safeguarding the system,
fostering a reliable and secure atmosphere for all participants.

B. User Authentication and Management Flow

Figure 2 details the authentication process, from
registration  to  security  validation. = Multi-layered
authentication helps prevent unauthorized access [10], [11].
Studies show that Al-powered monitoring and 2FA
significantly reduce exam fraud [10]. Biometric
authentication and OTP verification enhance security in
online assessments [11].
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Fig. 2 Graph Showing Security Features
Key Steps:

« User Access: Registration and login.

« Authentication: 2FA and OTP validation.

+ Role Assignment: Tiered access control.

« Database Management: Secure user data storage.

« Security Measures: Email and OTP verification.
This figure illustrates how authentication integrates into the
system’s security framework.

C. Security Features Overview

To improve exam integrity, various security layers are
implemented, including MFA, IP/device tracking, and real-
time monitoring [12], [13]. Studies on Al-driven proctoring
systems indicate an 80% success rate in detecting suspicious
behavior during exams [14].
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Fig. 3 Graph Showing Security Features

Key Steps:

« User Access: Registration and login.

« Authentication: 2FA and OTP validation.

+ Role Assignment: Tiered access control.

- Database Management: Secure user data storage.

+ Security Measures: Email and OTP verification.

This figure illustrates how authentication integrates into the

system’s security framework.



D. Features Comparison with Competitors

Table 1 summarizes the differences between the proposed
system and competing platforms [15].

TABLE1
FEATURES COMPARISON WITH COMPETITORS
Feature Beykoz Moodle Blackboard
Honor
Multi-Factor Yes NO NO
Authentication
IP/Device YES NO NO
Tracking
Browser YES NO NO
Lockdown
Real-Time Planned NO NO
Proctoring
Question Pool YES YES YES
Randomization
Activity YES YES YES
Logging
Scalability YES YES YES

E. Market Analysis of Turkish Universities

A market analysis indicates that Turkish universities
require a more secure and scalable online exam platform.
Reports show that 75% of institutions express concerns about

exam security, prompting the adoption of Al-based
monitoring solutions [16].
TABLEII
MARKET ANALYSIS OF TURKISH UNIVERSITIES

Factor Statistics

Total Universities 200+

Student Enrolment 8 million+

Institutions Using Online 75%

Exams

Demand for Secure Exam High

Platforms

The increasing demand for secure online examination
platforms is highlighted by key statistics concerning Turkish
universities, as presented in this table. While outdated
platforms such as Blackboard and Moodle provide some
security, they lack advanced anti-cheating functionality.
These systems do not provide live monitoring or robust
identity verification; rather, they merely enforce basic rules.
The absence of sophisticated fraud-prevention tools makes it
relatively easy for students to cheat on online assessments.
Nevertheless, recent  advancements in  biometric
authentication and Al-driven behavioral tracking offer
promising solutions for reducing dishonest practices. The
selected platform addresses these requirements by employing
multiple security measures tailored specifically for
educational institutions in Turkey. The primary objective is to
prevent academic dishonesty in online testing environments.

II. MATERIAL AND METHOD

A.  System Design and Development

The development of Beykoz Honor follows a structured
approach to ensure maximum security and usability. The
system architecture consists of:
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« Check who logs in. Users must show who they are.
They use multiple methods to verify. This helps block
malicious actors who attempt to gain access [17].

+ Safe test space: Lock browser and watch time. Keeps
kids from using other tools. No way to open new stuff.
Stop cheating tricks. Tracks what they do [18].

+ Look for odd things: Al checks what you do. It detects
unusual acts in real time [19].

« Lock data up. Use secure communication methods to
protect test data.

B. Implementation Process

The team developed the system utilizing Django for the
backend infrastructure. They employed PostgreSQL for data
storage and retrieval operations. On the frontend, they
designed web pages using HTML, CSS, and JavaScript. This
approach facilitates a swift and visually appealing user
experience. The monitoring tool incorporates artificial
intelligence to identify anomalies during testing, employing a
machine-learning model trained to detect anomalous
behavior. The team adopted an iterative approach to develop,
test, and enhance the tool. They conduct frequent system
checks and repairs, enabling continuous testing and
modifications. This methodology ensures the system's
stability and robustness. A performance test was conducted
with 1,000 simultaneous users to evaluate the system’s
scalability and reliability. The results indicated minimal wait
times and no system crashes, demonstrating that the system is
well-suited for large educational institutions.

C. System Features

The platform comprises several security layers designed to
prevent cheating [17]:

1) More than one check: Users must show who they are
with two or more ways, like a code or a word.

2) Lock web use: Stops kids from going to new tabs,
taking screen grabs, or using other apps when they test.

3) Track where and what: Saves info on what you use &
where you are, to find things that look odd, like logins from
many spots.

4) Mix up test asks: Make sure each kid gets new sets of
asks. This helps stop kids from giving answers to each other.

5) Real-time Al watch (next step): Uses smart code to spot
odd acts in users as they do tests [18].

III. RESULTS AND DISCUSSION

The system is built with Django for the back end. We used
PostgreSQL for data. JS & CSS help the front look good &
work well. The team uses steps that help us test more & fix
issues faster. We continued to work to improve it [19]. What
is the effectiveness of MFA? Implementing multiple factors
prevented unauthorized logins 98% of the time during our
testing. The impact of locked browsers: Locked browsers
impeded access to external sources, resulting in a 96%
reduction. This ensured that tests remained secure and
reliable.



Cheating Policies

Cheating on exams, quizzes, and all other assignments will not be
tolerated. Collaboration and/or plagiarism are absolutely not
tolerated. You must do your own work. All like papers will receive
the same score — the grade of zero. While students are encouraged
to openly discuss the problems conceptually, the work must be the
student’s own. Exchanging homework or lab solutions is cheating
and will be reported to the University.

Capstone Project
60610CPEOZ-CME0168

Exam Date: Dec. 12, 2024

Start Exam

Fig. 4 Student Starting the Exam

This page represents the initial stage of the exam process,
where the student begins the test under strict monitoring
conditions. Key elements include:

+ A clear introduction to the exam, ensuring students
understand the rules before proceeding.

« MFA works well. It prevents unauthorized logins in
98% of attempts. It helps keep things safe. Lock on
browser helps too. Browser rules exclude links to
external sites by 96%. It keeps tests in check. The place
is safe & clean for work.

1. WARNING 2

You are not allowed to open a new tab, switch tabs, or resize your screen
during the exam. Any attempt to do so will result in your answers being
saved and the exam closing immediately. You will not be able to retake it.

Cheating Policies

Cheating on exams, quizzes, and all other will not be . Ci

andfor iarism are not ‘You must do your own work. Exchanging
homework or lab solutions is cheating and will be reported to the University.

The Exam Has Been Started

it's essential to focus only on theoretical knowledge, and
practical implementation is optional?

True

False

Which tool is typically used for project management in a
capstone project?

Fig. 5 Normal Exam Page Before Cheating
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A. Students Taking the Exam Normally

The first image displays a student actively taking the exam
under secure conditions. A clear note is shown. It tells the
student that if they open a new tab, change screen size, or
switch tabs, the test will end. The rules for cheating are clear.
Plagiarism & working with others is not okay. No copying.
No help from friends. Do not cheat. The test will stop if you
break these rules.

Thank You

Your Answers has been submitted

This system has been designed to prevent students
from opening new tabs, resizing the page, or copying
questions during the exam. Any attempt to bypass
these restrictions is the student's responsibility and
will be treated as an academic violation.

Fig. 6 System's anti-cheating enforcement in action

B. Student Trying to Cheat

The subsequent image illustrates the tool's functionality
when a student attempts to cheat during an examination. If the
tool detects inappropriate actions, such as taking a screenshot,
navigating to a new tab, or resizing the window, the test is
automatically submitted. The student is then prevented from
returning to continue the process, thereby ensuring integrity.
A prompt notification appears indicating that the test has
concluded due to a rule violation. This demonstrates that the
tool is stringent and committed to promoting fair play and
maintaining high standards during online assessments. These
features collectively help prevent cheating and uphold
fairness in web-based testing environments.

C. Future Enhancements

To enhance the safety and usability of this setup, additional
measures will be implemented shortly: Smart AI — Improve
Al detection of anomalies to reduce false alerts. Phone and
tablet usage — Expand compatibility to more devices, enabling
children to use phones or tablets for tests without significant
bugs. Chain blocks — Explore new methods to safeguard data
and enable all users to access test logs. Live test monitoring —
Employ advanced facial recognition to prevent impersonation
and restrict external assistance. These measures will address



existing vulnerabilities and ensure more secure testing
environments in the future. Although most tools function
effectively, feedback suggests that stringent browser
regulations may hinder user convenience. Future
developments will aim to balance exam security with an
effortless experience for children.

IV. CONCLUSION

This paper presents a comprehensive and secure online
examination system designed to prevent cheating. It employs
multiple verification methods to confirm the identity of the
examinee. The system restricts unauthorized clicks and
monitors the examinee's behavior throughout the test. The
design ensures the security of assessments while maintaining
ease of use for both students and instructors. The paper also
discusses emerging technologies, such as blockchain, for
further verification of test takers. This innovative approach
enhances safety, fosters trust in the examination process, and
ensures that all procedures are transparent and well-defined.
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